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Abstract

Network resource management deals with protocols and
networks capable of performing a reservation of the available
resources in order to guarantee a certain Quality of Service
(Qo0S). Examples of these technologies are Asynchronous
Transfer Mode (ATM) and Multi-Protocol Label Switching
(MPLS), which are usually used in core networks. An
important objective of network providers is to obtain the
maximum profit from their resources, hence there is a need
for an efficient resource management. There are different
techniqgues and approaches in resource management:
centralised, distributed, hybrid, based on artificia
intelligence techniques, etc.

Investigation in this field is difficult, mainly because
network research laboratories do not dispose of a large core
network where they can investigate their approaches and
algorithms. This paper presents a smple but flexible
distributed simulator that supports a wide range of different
experiments. It is based on an event-oriented simulation at a
connection level (no packet or cell granularity). The
distributed simulator is oriented to the simulation of large
core networks and support different routing and admission
control algorithms. It also presents a definition of the
scenario where this simulator can be used, mainly in the
context of Traffic Engineering, i.e. dynamic bandwidth
management and fast restoration mechanisms. Some results
in the dynamic bandwidth management area are presented.

INTRODUCTION

Although the technology of the present-day networks
offers users increasing transmission capacity, the fact is that
the increase in the amount of data to be transmitted is higher
than the network capacity. Thisis due to the high increase in
the number of new users and the appearance of new services
(multimedia and interactive resource-consuming services).
Therefore, it is clearly necessary to use network resources
efficiently.

Large telecommunication companies have used powerful
and centralised network management tools until now. These
systems provide network statistics and powerful anaysis
tools to help human network managers in decision-making.
These centralised tools suffer a scalability problem when
excessive network monitoring traffic arises. Moreover, they
are tools designed to perform manual network management
or, a the mogt, to carry out some actions at pre-set hours of
the day.

By using certain network management technologies the
network adapts itself automatically under different levels of
load in adynamic way.

Generaly network management encompasses a broad
range of tasks that are summarised in the so-called FCAPS
(Fault, Configuration, Accounting, Performance, and
Security) management areas. The field of resource
management deals mainly with Performance and Fault
management, and more specifically with dynamic bandwidth
management and fault protection mechanisms|[1, 2].

This paper presents a distributed simulator to investigate
network resource management. Simulation is a crucial tool in
the investigation and evaluation of different mechanisms or
techniques to perform this resource management. The
investigation is focused on automatic tools, several of which
are partially or totaly distributed. The smulator itself is aso
distributed in order to facilitate the development and testing
of these mechanisms.

The next section presents the background and the
environment where these resource management techniques
can be applied and details the main idea to perform this
management, i.e. the logical network. It aso details two
network technologies that have mechanisms to establish and
manage a logical network. Section 4 focuses on which are the
specific actions that must be carried out by network
management (i.e. fault protection and dynamic bandwidth
management) and that the distributed simulator must support.
Section 5 details the simulator design and its main
characteristics. Section 6 presents a simulation scenario
performed to evaluate a dynamic bandwidth management
agorithm. Finally, section 7 presents the conclusions and
future work.



BACKGROUND

There are severa types of network technologies that
dispose of dynamic resource management capabilities. These
capabilities alow the design and implementation of
automatic mechanisms to manage network resources. Usually
the main resource that must be managed is the bandwidth;
this requires the network technology to have some kind of
hierarchical reservation capability, i.e. the ability to establish
alogica network layer over the physical network. Then, the
user connections are established through the paths of this
logical network. The concept of a logical network or a
logical topology is presented in figure 1.

(a) physical
network

(b) badwidth reservation
using logical paths

Figure 1. Example of alogical network established with the
logical paths a, b, c, etc.

(c) logica
network

The logical paths can be seen as pre-reservations of
bandwidth between different nodes in order to facilitate the
establishment of user connections or flows.

The logical network can be dynamicaly changed and
this implies that the network resources can be adapted to the
traffic demand to obtain the maximum performance (and
profit) from the available physical resources.

The logical network is usually also used to implement
protection mechanisms, i.e. some of the logical paths can be
established not to be used as working paths for the traffic
demand but as a backup or protection paths in case of failure.

These mechanisms can be included in Traffic
Engineering (TE) and they are detailed in section 4. The
following points briefly describe two network technologies
that make use of these hierarchical reservation mechanisms:
MPLS and ATM. An example of an environment where to
apply this mechanismsis presented in [3].

Multi-Protocol Label Switching (MPLYS)

MPLS is a protocol that enables the mechanisms to
manage the core network belonging to a network provider,
usually in an Internet environment. MPLS groups user
transmissions into flows and allows the allocation of a certain
capacity to each flow [4, 5].

MPLS acts within a domain called MPLS domain. The
routers belonging to an MPLS domain are called Label
Switched Routers (LSR). When a data packet comes into an
MPLS domain through an ingress LSR, that packet is
classified into a specific Forwarding Equivalent Class (FEC),

which groups the packets with certain common properties
(protocol, size, origin, destination, etc.).

A label is assigned to every FEC and all the data packets
belonging to the same FEC. While the packets are inside an
MPLS domain, these packets go through pre-established
paths called Label Switched Paths (LSP). The set of LSPs
constitutes the logical network and it is established using a
signalling protocol caled Label Distribution Protocol (LDP)
[6]. An example of an MPLS domain is depicted in figure 2.
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Figure 2. Example of an MPLS domain and its operation.

Asynchronous Transfer Mode (ATM)

ATM networks are designed to support a wide range of
services of diverse characteristics [7 - 9]. They have two
layers of hierarchy: Virtual Path (VP) and Virtual Channel
(VC).

Users can establish and release connections, i.e. VCs,
through pre-established VPs. The Virtual Path layer is used
to simplify the establishment of new connections and it also
congtitutes a logical network. This alows the network to
carry out dynamic management of this logical topology and
enables its adaptation to improve network resource utilisation
[10, 11].

NETWORK RESOURCE MANAGEMENT

EXPERIMENTATION

This section presents the main mechanisms that perform
the network resource management. Usualy these
mechanisms act on a periodical basis, e.g. every hour. There
are also restoration techniques that must re-route the links
affected by afailure as fast as possible. Therefore, there are
also temporal considerations since some mechanisms act in a
short term, others in a mid-term and others in a long term.
Thistime scale ideais depicted in figure 3.

The three main resource management functions
supported by our distributed simulator are dynamic
bandwidth management, fault protection and spare capacity
planning. These functions are briefly described in sections
4.1t04.3.
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Figure 3. Network resource management operations.

Bandwidth Management

Bandwidth management attempts to manage the
cgpadties asdgned to the different logicd paths. Parts of the
network can become under-utilised, and oher parts
congested. When this occurs, some @nnedions are rejeded
which could be acceted if the traffic loads were better
balanced.

One of the main objedives of bandwidth management is
to minimise Call Blocking Probability (CBP), i.e. the
probability that an offered cdl isrejeded due to insufficient
cgpadty being available for the dlocation of the new cdl.
Two adions are usualy performed for the bandwidth
management system: bandwidth re-allocation and logicd
path re-routing [10, 11].

If in the same link there ae cngested logicd paths and
under-used logicd paths, the bandwidth assgned to ead one
can be re-all ocaed so that the worst cdl blocking probability
in any given logicd path is minimised. This method is cdled
bandwidth re-all ocetion.

On the mntrary, if all the logicd paths in the link are
congested or nea congestion and there is not enough
unuilised bandwidth for swapping between logicd paths,
then routes as well as cgpadties are dtered to maximise the
traffic caried on the network. In this case, a change in the
logicd network topdogy is required: if it is posdble the
logicd paths can be redistributed in a better way to cope with
the adual traffic demand.

Fault Protection

As networks dould be fault-tolerant, rapid restoration
after afailure isrequired. The ultimate goal is that customers
do not notice failures. There ae two man types of
restoration schemes: dynamic and pre-planned. Pre-planned
schemes are based on pre-assgned badup logicd paths,
whereas dynamic schemes are based on floodng algorithms
and the seach for restoration routes by messages broadcast
after the failure is deteded [12]. Pre-planned schemes restore
effedively and rapidly, but require more spare resources
[13].

A hybrid restoration is used when both schemes are
simultaneously applied, i.e. some priority logicd paths can
be proteded with pre-planned schemes and ather lower-
priority ones with dynamic schemes|[14, 15].

Spar e Capacity Planning

Network providers require high revenues. as bandwidth
is an expensive resource, the objedive is to minimise the
bandwidth reserved for restoration procedures [16]. In other
words, a good spare-cgpadty planning is crucial. A possble
solution is the utilisation of hybrid restoration mechanisms,
i.e. keeping sufficient spare cgadty to proted all the VPs
with badkup schemes-an expensive solution. The spare
cgpadty of the network should be caefully planned at the
same time & the logicd network and the protedion badkups.
Therefore these adions modify the logicd network and the
spare cagadty planning is adso part of the resource
management functions.

Interrelation of these techniques

Most of the @ove resource management techniques can
be gplied to dfferent kinds of networks (ATM, MPLS; etc.)
that have resource management mechanisms like the ones
detailed in the previous sdion. These techniques are usualy
implemented using distributed and/or centralised algorithms,
and sometimes a proposed system implements sveral of
these techniques at the same time. All these techniques
modify the logicd path nretwork, so they are very
interrelated. For this reason there ae several proposed
methods that try to ded with al these tedchniques
simultaneously, but this usually implies a high degree of
complexity. To cope with this complexity there ae many
proposals for network resource management based on
Distributed Artificial Intelligence (DAI) techniques, i.e
multi -agent systems.

The distributed simulator alows reseachers to
implement different resource management techniques
regardless of whether they are centralised and/or distributed
algorithms. Examples of distributed techniques are [17, 19],
and examples of DAI based techniques are [19, 20]. The
simulator even alows the development of non-automatic



resource management tools, i.e. manual utiliti es to manage
the resources of the simulated network. An example of this
kind of tods was developed using the previous smulator
version [21] and it was able to manage the logicd network
through a powerful graphic user interface In that example
the user could establish, release and monitor every logicd
path of the entire network, and change its charaderistics.

SIMULATOR DESIGN AND

IMPLEMENTATION

The distributed simulator design is based on a
client/server model [22]. The server processis cdled Node
Emulator (NE) and its main function is the emulation of a
working retwork node. This NE process offers a high
functionality to its clients, which can be of two dfferent
types. The first type of client processis the Traffic Event
Generator (TEG), that can be dtadhed to an NE and adsas a
pod of users asking connedions or flows to a destination
node. The TEG and NE sets of processes congtitute the
distributed simulator where resource management
investigation is performed. The second types of client

Simulated
Network

A)

Generdly there is no communicaion among NE
processes unlessa spedfic routing protocol is implemented.
The default routing protocol takes into acount the dired
path only. However, the default routing and admisson
control protocols can be changed throughthe modification of
the NE source ®de. This is relatively essy to do die to its
modular objed oriented design, and its clear documentation.

processes are the network resource management algorithms.
Both type of client processes, TEG and management, access
to the server (NE) functionality through its Application
Programming Interface (API). This APl offers a set of
functions to perform the node management, and allow the
chedk and modification of the node internal status. The AP
also has sveral TEG-oriented functions, which are detail ed
later.

Performing a network simulation with a cetain number
of nodes implies the use of the same number of NE server
processes, which can be in the same or in different
computers. Thisis due to the use these processes make of the
TCP/IP socket interface Both the NE and TEG processes are
implemented in C++ and can be eeauted in a Sun
workstation urder Sun Solaris OS [23], as well asin a PC
under Linux OS [24].

Network resource management algorithms also have to
be implemented as client processes. Thus it is posdble to
implement a centrali sed resource management algorithm or a
distributed one, asit is wown in figure 4.

<> Client-Server
Communication

B)
Figure 4. Distribution of client and server processs. A) Centrali sed management case.
B) Distributed management case

The TEG processes are able to send events to the NE
processs. The defined events include “connedion-demand”
and “connedion-release” to establish new connedions or
flows and to release eisting ones respedively. The
generation of these events follows a parameterised
distribution, e.g. a negative exponentia distribution, thus the
traffic load is independently configurable for every node.



Moreover it is posshle to attach more than one TEG process
to the same NE.

There ae three alditional types of events which can be
generated by the TEG process The first one is cdled
“Instantaneous-BW” and for every established connedion or
flow, during its life span, the TEG processcan generate this
type of events to inform the NE of the red bandwidth used in
that connedion or flow. This type of events can also follow
several different parameterised dstributions. The second and
third events are the “Link-failed-notice” and the “Link-
restored-notice”, and they are used to inform an NE process
to mark a physicd link as failed or as a working link again.
Thisisused to simulate link fail ures on the physicd network.
There is also a mechanism in the NE processs to send an
alarm notificaion to the network resource management
processesin case alink is marked as afailed link.

The different TEG processs are independent and all of
them can be mnfigured with different parameters. The TEG
proceses are not only used for the mnnedion/flow
distribution and connedion/flow duration, but aso to
generate the different quality of service requested on ead
connedion/flow and the seledion of the destination node.
These daraderistics can also be set to configure, for
example, a TEG to generate only one type of
connedion/flow with one spedfic destination node.

The simulated physicd network is datic and cannot
change during the simulation. Moreover, al the NE
processes real the physicd network structure from the same
configuration file. It is posdble to set up an initial logicd
path network in the same common configuration file. If there
isno kind of network resource management, the logicd path
network also remains datic. The network resource
management algorithms are not part of the simulation
platform; they can be developed in any language on any
platform and can be exeated on the same or different
computers from where the simulation processs are being
exeauted. As it can be deduced, if the network resource
management is implemented as a distributed algorithm, the
communication among the management processes can use
medhanisms or tedchnologies different from the TCP/IP
socket interface e.g. CORBA [25] or Java RMI [26],
alowing the implementation of many different types of
management appli cations.

Every NE process generates a log file with al the
functions and parameters that have been requested by the
TEG(s) processes and/or the management processattached to
it. From the analysis of this st of log files it is posdgble to
extrad the results and even to reproduce the amplete
simulation. These log files are based on formatted text and
they can aso be diredly loaded into spreadshed programs or
statistic padkets. Figure 5 shows an example of an NE log
file. All the NE API functions have a numeric code and
different number of parameters. In ead line of the log file

there ae the following fields: time in seconds from the start
of the simulation, function code, the parameters values and
the return value of that spedfic cdl. These values are
separated by the dharader ‘*’. This file was creaed for the
node 1 and, for instance in this example the line
“137.739894 1 1% 2% 2kwrx gt indicaes that after
137.739894sends from the simulation starting, function 11
was cdled with two parameters both with value 2. The
number 11 is the @de for the “connedion-demand” function
and in this example a o©nredion from node 1 (the node
asciated with this log file) to node 2 asking for a
connedion of type 2 (it is posshle to define several different
traffic dasses for the mnnedions). In this particular case the
connedion was acceted and the return value “8” indicaes
the cnnedion identifier. The return value “0” means that the
connedion is rgjeded and the function 12 is the “connedion-
release” function.

TI ME* FUNCTI ONF ARGUVENTT 0] * ARGUVENT] 1] * A

RGUVENT[ 2] * ARGUVENT] 3] * ARGUVENT] 4] * ARGU
MENT[ 5] * RESULT

47.137714*11*2*2***** ]
57.337787*11*2*2*****2
57.937539* 12* J******

73.538251*11*2*2*****3
92.138668* 11*2*2*****4
115. 539242* 11*2*2*****5
117.939269* 11*2*2*****6
123. 339338* 11*2*2*****7
123.939622* 11*2*2*****0
129. 339765* 11*2*2*****Q
131. 139421*12* 3******

137.739894* 11*2*2*****8
143. 140017*11*2*2*****Q
144.940078* 11*2*2*****Q
146. 140033* 11*2*2*****Q
153. 939906* 12* 8****x**

156. 340015* 12* 7******

Figure5. Fragment of alog file

From the dove explanationsit is posgble to deducethe
main charaderistics of the distributed simulator. An
important charaderistic is its scdlability in terms of the
number of nodes that cen be simulated. The simulation
proceses can be distributed in several computers and
moreover they are exeauted in parallel. The main constrain is
the dient-server communication, but the use of an isolated
network (e.g. 100Mbps Ethernet) allows the adhievement of
arelatively high performance

EXAMPLE EXPERIMENT: DYNAMIC

BANDWIDTH MANAGEMENT

This sdion describes a dynamic bandwidth
management experiment in an MPLS domain. The scenario
presents a simple four-node network, where several LSPs are
established as is dwown in figure 6. In this example, a



distributed agorithm based only on local information is
tested. This distributed a gorithm monitors the L SPs on every
node. More specificaly, there is a management process that
monitors the LSPs that begin on a given node and calculate
the Call Blocking Probability (CBP), i.e. the probability of a
flow being rejected in the ingress LSR, for every LSP.

LSP2

Figure 6. Four-node network with the established L SPs

If acertain CBP threshold is achieved, then the dynamic
management process on that node asks the other involved
nodes for bandwidth re-allocation, or if it is not possible for
LSP rerouting. The necessary information is sent to other
nodes by means of a developed application protocol. In this
specific example the dynamic management and the
monitoring processes were implemented using Java and
interacted with the simulated nodes using their APl (a Java
package implementing an easy-to-use communication
interface between an NE process and a Java application was
also developed). The structureis presented in figure 7.

The distributed algorithm tested bases the decision of
performing a logical network reconfiguration using only
information that the node has localy. Moreover, no
management process performs a reconfiguration of the whole
logical network; each management process at each node only
manages the resources on that node. Of course, once the
decision is made, the management process on that node must
co-ordinate the changes with the rest of the affected nodes.

Figure 8 shows the three different network situations in
the course of the simulation. The main idea of this example
experiment is that the flow demand from node 1 to node 2,
which make use of the LSP1, constantly increases. This
means that an LSP reconfiguration will be required to adapt
the logical network topology to the new demand. First of all,
the management processes try to expand the bandwidth
assigned to an LSP without changing the logical network
topology. This can be achieved using free bandwidth from
the link and/or reducing the bandwidth of other L SPs that are

not full. In this particular experiment this action is performed
for the first time when a CBP of 70% is reached on LSP1.
After that, more flows can be accepted in LSP1, but as the
user demand keeps increasing, once again a CBP of 70% for
LSP1 isreached. In this case there is no more free bandwidth
inlink 1, and the management process decides to change the
LSP2 and re-route it through node 4 instead of through node
2. Therefore, free bandwidth is released in link 1 and LSP1
capacity can be expanded to the maximum capacity of the
link.

Distributed
Network
Management
processes

Distributed
Simulator
processes

ulator
(NE)

LSP1
LSP2
LSPn

Figure 7. The different processes involved in the smulation
example and the communication between them. On every
Management process there are several threads each one
monitoring an L SP.

This simple experiment shows how the management
process at node 1 adapts the logical network in order to
accept more flows from node 1 to node 2. Doing this
dynamic resource management means that a better network
performance is achieved, i.e. the same resources are better
utilised. Without this resource management, in a static
logica network scenario, more flows would have been
rejected. Figure 9 also displays a graph including the LSP1
load, i.e. number of connections (left y-axis), and the LSP1
CBP (right y-axis) versus time.

Note that the demanded flows are homogeneous (2Mbps
each) so before the first change, LSP1 can accept a
maximum of 6 connections (LSP1=12Mbps). Between the
first and second change LSP1 can accept 9 connections
(LSP1=18Mbps) and after the second change it can accept
15 connections (LSP1=30Mbps). The LSP1 bandwidth
changes are made when the CBP reaches 70% in this
particular experiment.



LSP3

LsP5 LSP4

LSP1=LSP2=LSP3=12Mbps
LSP4 = LSP5 = 15Mbps
available BW at Link 1 =6 Mbps

LSP2 = LSP3 = 12Mbps
LSP4 = LSP5 = 15Mbps
availableBW at Link 1 =0 Mbps

LSP2
Situation b) Situation c)
Situation a) LSP1 =18 Mbps LSP1 =30 Mbps

LSP2 = LSP3 = 12Mbps
LSP4 = LSP5 = 15Mbps
availableBW at Link 1 =0 Mbps

Figure 8. LSP network changes due to the bandwidth management mechanisms.
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CONCLUSIONSAND FUTURE WORK

This study has presented a distributed simulation
platform able to perform a wide range of experiments related
to network resource management. We believe there is a lack
of network simulation platforms for network resource
management where new algorithms or systems can be tested,
because most general simulation platforms are control- and
traffic-oriented, and usually centralised. The initial objective
of designing a very flexible and configurable platform, while
at the same time maintaining its modularity and simplicity,
was a so achieved by the use of client/server architecture.

At present, the simulation processes have been fully
tested and are operative, and we plan to use it for a lot of
experiments related to the research being carried out in our
group, but we are now developing severa network resource
management mechanisms to be tested using the distributed
simulator. These algorithms are till not fully implemented,
so only simple examples and test simulations have been
performed.

As afuture work on the distributed simulator itself there
are three defined lines to follow. First of al we plan to
develop a visual tool to make the network topology
definition easier and automate the generation of the
configuration files and the distribution of the simulation
processes over several machines and the starting of a
simulation. Secondly, we plan the development of an
automatic tool to process the log files generated for every
node. This tool could generate statistics and graphics which
are always interesting and could also perform a merge of the
several log files to extract more complex results. Finaly
these log files could also be used to perform a debug task of
network management mechanisms and even debug the
simulator itself. This last point is a long-term idea but we
think it could be interesting to transform a simulation tool
into a debugging tool for network management algorithms.
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